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The fallawing emails were quarantined by VPOP3 as being probable spam messages. 11 messages were
detected as spam,

You can view and 'release’ any incorrectly dassified messages from the quarantine by dlicking on the views link
next to the message

Date e Sender 15 Subfect S Seore

207 1120 stephan@dstacommch  Staphen Locking for perfact sex? Soke 751 view
20tz xdfcgpsouk Py RRS— 1068 205 vie
2g 349 wakszip@mal.com Horet Sont™S Got fras time? Bacom richert 27ke 430 view)
20 aiss sephan@istacommch  Qaofiray Disappointed vith your sexual hesktv?  30ke 721 Vie
20 46 nalvsolar@expofraishtc  Gana Slackman Rt At nead an bovarbid tang 1266 255 vie
20 525 spurd@utyyallovknifen  Jannis Holmas tovarng autide soke 251 vie
10 1017 igMasteukkaks@svastiec tigWast bukkake  SCAALCT-EXPLICITISha squaszed and gy gos  yia
20 12,05 customerssumport 262254 BANK of SCOTLND  CUEOTIer S Your Bank of SEoand 15y 450 yia
1 17155 buzassesgsesnsteom o SAVE S2%: VIAGR', AMBIES, CIALLY, 045 335 yie
20 19,11 auromilion@hispavistas s vanca famandar  Congratulations 2918 570 vie
0 20:36 ndscsmationt@cyedone.c_sean slanton il et iske 246 vie

If some spam messages are not detected as spam, you can forward them to spam@pscs.co.uk to train VPOP3
that these are spam



User guide to the VPOP3 SpamFilter (2.3.5 and later)
Your VPOP3 mail server can now filter all incoming messages for spam. It does this using several thousand tests including simple word/phrase matching, global spam blacklists, heuristic tests, statistical analysis etc.

Any messages which VPOP3 detects as being spam, it will put into a ‘quarantine’ area so that they will not clutter your Inbox.

Every morning, VPOP3 will send you an email looking like the example below.
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The messages in your quarantine are listed in the order they were received. The list shows the time the message was received, the sender, the subject, the size and the spam ‘score’ (the higher the score, the more likely it is spam). Messages are also colour coded to give a quick indication of the score, with blue being the most likely to be false positives, and the red being the least likely.
If you want to view a message, click on the ‘view’ link to the right of the message in question. This will take you to the quarantine message viewer for that message (see below), where you may view the message, and release it to your mailbox if necessary.

If you receive a message which is spam, but the spam filter doesn’t detect it as spam, then forwarding the message to spam@<your domain> will make the spam filter more likely to detect similar messages as spam in the future.

Viewing the quarantine at any time
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You may view your quarantined messages at any time by accessing the VPOP3 WebMail facility. This is done by pointing your web browser at http://<address of VPOP3 server>:5108. You will be asked to log in with your email password, then you will be shown your mailbox. On the left of the screen is a menu, choose the ‘Quarantine’ option. 
This will make VPOP3 give you a list of messages which have been quarantined today. [image: image2.png]View date: |11 Aug 2006~ | View
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Again, the messages are colour coded as in the daily email. You can release messages to your mailbox either by selecting the checkboxes to the left of the appropriate messages, and pressing the Release button, or you can view the message by clicking on the message sender or subject. 
This will show the message in ‘raw’ form, so it is safe, and cannot run any script or executable programs which might cause problems. However, it means that attachments etc will appear as random text rather than attachment files.
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(Mailer: Microsoft Outlook Express 6.00.2800.1106
(MimeOLE: Produced By muT%m MineOLE V6. 00.2800. 1106

(-VPOP3-SpamBayes: 100
(-VPOP3-Spam: 1630 - bayes99.
(-VPOP3-Spam2: added bayes spam
(-VPOP3-SpamResult: YES
ubject: VPOP3-SPAM:Re: mezey

his is a multi-part message in MINE format.

mtent-Type: text/plain;
arset="us-ascii”

ontent-Transfer-Encoding: quoted-printable
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If the message is one you want, you can press the Release Message button at the bottom of the screen.

The other options allow you to:

· train the Bayesian filter (the statistical analyser) that the message is not spam, that would make VPOP3 less likely to treat messages like this as spam in the future

· add the sender of the email to the spam filter whitelist. That means that future messages from this sender will be accepted, even if they look like spam

· report the false positive to PSCS, so that future versions of the spam filter will be made not to detect this message as spam. (This option is only available if you have subscribed to the spam filter update facility).

If you don’t want to release the message to your mailbox, press the Back to Quarantine List button.
